ARTIFACT ARTIFACT ARTIFACT £ e C I s P A
EVALUATED EVALUATED EVALUATED g | HELMHOLTZ CENTER FOR

\\\\\\\\\\\\\\\\\\\

AVAILABLE REPRODUCED

Formal Analysis of SPDM:
Security Protocol and Data Model 1.2

g R

Cas Cremers Alexander Dax Aurora Naska




Platform Security Risks s | sy

\\\\\\\\\\\\\\\\\\\

Computer platforms comprise of a set of components:

e CPU, GPU, physical wires, external devices, etc " Ll
e Mutable components: JmmE = | =
o  Firmware version, re-programmable microcode, etc R N
l [




Platform Security Risks s | sy

\\\\\\\\\\\\\\\\\\\

Computer platforms comprise of a set of components:

e CPU, GPU, physical wires, external devices, etc

e Mutable components: RAM

o  Firmware version, re-programmable microcode, etc TITTTT T

o

Libid

1 [
Platform components security risks: = H
e Compromised firmware lll ]
e Fraudulent components =
e Un-trusted device(s) snooping via probes
o N o
Ql o 2




Platform Security Risks

Computer platforms comprise of a set of components:

e CPU, GPU, physical wires, external devices, etc
e Mutable components:
o  Firmware version, re-programmable microcode, etc

Platform components security risks:

e Compromised firmware
e Fraudulent components
e Un-trusted device(s) snooping via probes
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Provisioning of device identities:

e Certificates
® Preshared Symmetric Key
® Preshared Public Key
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Negotiate protocol version and capabilities
VCA: Version-Capabilities-Algorithms { < D
Discovery and Negotiation of:

e Protocol Version
o v1.0,v1l.1,v1l.2

e Capabilities
o  ENCRYPT_CAP, MUT_AUTH_CAP

e Algorithms
o SHA 256,SHA3 512
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SPDM does not have any formal analysis so far

e DMTF provides only a 3-page high-level STRIDE analysis

STRIDE category Description Justification mitigation

Packets or messages without sequence numbers or timestamps can be captured

: X : s To prevent replay attacks, the
and replayed in a wide variety of ways. Implement or use a communication

Spoofing : . i ) Requester and Responder shall use
protocol that supports anti-replay techniques, which investigate sequence urandemn pores
numbers before timers, and strong integrity. ’

To prevent intruders from tampering
Attackers who can send a series of packets or messages might overlap data. For With exchanged data,.use ONe oF
example, packet 1 might be 100 bytes starting at offset 0. more of these straltegl.es:
, Packet 2 might be 100 bytes starting at offset 25. Packet 2 overwrites 75 bytes of ~ *  Strong authorization schemes

Tampering

packet 1. + Hashes

Ensure that you both reassemble data before filtering it and explicitly handle these - Message authentication codes

sorts of cases. Digital signatures
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Created 4 models of the SPDM modes:

® Device Attestation
o  Device Initialization + VCA + Options
e 3 Key Exchange modes
o Device Initialization + VCA + (single mode) Sessions
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Formal Analysis using the Tamarin Prover

Created 4 models of the SPDM modes:

® Device Attestation
o  Device Initialization + VCA + Options
e 3 Key Exchange modes
o Device Initialization + VCA + (single mode) Sessions

3 Threat Models:

e Attacker-controlled Network
e + Malicious Certificates
e + Compromised Session key
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Formal Analysis using the Tamarin Prover

Analysis Effort:

Models range between ~1000 and ~1800 LoC
54 sanity traces & 6 helper lemmas

5 core security guarantees

6-7 person month of work

L] .
Im'tializel Inizializel
Get Version Version
Get s
; Version
Version
Get Capabilities Get Capabilities
Versic Versi
Get 3
Version

Get Algorithms Algorithms

New Session New Session

Spawn Session

?{E Req
Process
KE Resp

Encap(Digest)

Old Cert
Encap(Cert)
Finish
MutAuth

Process Process
Fin Resp Fin MutAuth
Receive

Request
End Session

Finish

SICISPA

HELMHOLTZ CENTER FOR

>
»
%143 | INFORMATION SECURITY

L]
lSpawn Session
Encap(AckDigest

T(E Resp
etCert)

Old Cert
Encap(AckCert)

Finish Resp
MutAuth

All
Key Update
Resp

28




Security Properties and Results ¢|CISPA
Model Property Runtime (s)
Device Attestation Responder Authentication 1 3

Measurement Authentication 6
Certificates Responder Authentication2 53
Mutual Authentication 1 91
Handshake Secrecy 249
Preshared Public Keys Mutual Authentication 1 33
Handshake Secrecy 18
Forward Secrecy 38
Preshared Symmetric Keys Mutual Authentication 2 13

Handshake Secrecy 10
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Identified several potential design pitfalls:

Session ID size and optional responder nonce

No restrictions on vendor-defined request/response
No policy for remotely setting certificates

Device reset may lead to counter reuse
Authentication of keys versus device authentication
Setting certificates
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Formal Analysis of SPDM:
Security Protocol and Data Model 1.2

Standard under development and supported by major IT industry players

e First formal analysis of the standard’s modes
® Proved main security properties for individual modes

Identified potential design pitfalls

Future work

e Analysis on the full composition needed
e Not included underspecified functionalities
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The Tamarin Prover

Input file LI ET L0 Solution eX|sts
constraint :
Property P _> from (not P) \. Dedicated / ATTACK
constraint
constraints 3
SystemS =P r solver — No solution
from S \ exists: PROOF

Run out of time
or memory

Provide hints for
the prover
(e.g. invariants)

Interactive mode
(Inspect or guide partial proof)
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SPDM protocol is divided in 4 phases:

® Device Initialization
o  Certificates
o  Preshared Symmetric Keys
o  Preshared Public Keys
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Requester Responder

SPDM protocol is divided in 4 phases:

Negotiate protocol version and capabilities
e Device Initialization < D

o  Certificates
o  Preshared Symmetric Keys
o  Preshared Public Keys
e VCA Version-Capabilities-Algorithms
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Requester Responder

SPDM protocol is divided in 4 phases:

Negotiate protocol version and capabilities

e Device Initialization < D
o Certificates GET_CERTIFICATE
O  Preshared Symmetric Keys CERTIFICATE

o  Preshared Public Keys
e VCA Version-Capabilities-Algorithms
® Options

41




Overview of SPDM ‘|CIS PA

\\\\\\\\\\\\\\\\\\

Requester Responder

SPDM protocol is divided in 4 phases:

Negotiate protocol version and capabilities

e Device Initialization < D
o Certificates GET_CERTIFICATE
O  Preshared Symmetric Keys CERTIFICATE

CHALLENGE

o  Preshared Public Keys
e VCA Version-Capabilities-Algorithms
® Options

CHALLENGE_AUTH
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o . Requester Responder
SPDM protocol is divided in 4 phases:
Negotiate protocol version and capabilities
e Device Initialization < >
0 Certificates GET_CERTIFICATE
o  Preshared Symmetric Keys CERTIFICATE
. CHALLENGE
o  Preshared Public Keys
. ooy e . CHALLENGE_AUTH
e VCA Version-Capabilities-Algorithms =
. GET_MEASUREMENTS
® Options
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® Sessions
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SPDM protocol is divided in 4 phases:
Negotiate protocol version and capabilities
e Device Initialization < >
o Certificates GET_CERTIFICATE
o  Preshared Symmetric Keys CERTIFICATE
. CHALLENGE
o  Preshared Public Keys
H g . CHALLENGE_AUTH
e VCA Version-Capabilities-Algorithms =
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SPDM protocol is divided in 4 phases:
Negotiate protocol version and capabilities
e Device Initialization < >
o Certificates GET_CERTIFICATE
o  Preshared Symmetric Keys CERTIFICATE
. CHALLENGE
o  Preshared Public Keys
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SPDM protocol is divided in 4 phases:
Negotiate protocol version and capabilities
e Device Initialization < >
o Certificates GET_CERTIFICATE
o  Preshared Symmetric Keys CERTIFICATE
. CHALLENGE
o  Preshared Public Keys
H g . CHALLENGE_AUTH
e VCA Version-Capabilities-Algorithms =
. GET_MEASUREMENTS
® Options
. MEASUREMENTS
® Sessions
o  Key Exchange in three modes KEY_EXCHANGE .
o App Data Messages KEY_EXCHANGE_RESP
O
Key U_pdate . < Mutual Authentication >
o  Terminate Session
¢ Application Data >
KEY_UPDATE
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SPDM protocol is divided in 4 phases:

e Device Initialization
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Protocol divided in 4 phases:

® Device Initialization
e VCA Version-Capabilities-Algorithms
e Options <">

Initialization

VCA
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vea ()< Options
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Protocol divided in 4 phases:
e Device Initialization taifialisation
e VCA Version-Capabilities-Algorithms
e Options 1
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Protocol divided in 4 phases:

Device Initialization
VCA Version-Capabilities-Algorithms

Options
Sessions
o  Key Exchange in three modes
o  App Data Messages
o Key Update
o  Terminate Session

Initialization

VCA

\
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Protocol divided in 4 phases:

Device Initialization
VCA Version-Capabilities-Algorithms
Options
Sessions
o  Key Exchange in three modes
App Data Messages
Key Update
Terminate Session

o O O

No security analysis of the protocol !
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