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Some weird behaviour in protocols

Facebook’s Message Franking:
● Abuse reporting mechanism within E2EE communication
● [DGRW18] the reported message seen by the server is not the 

same as the one seen by the reporting user

SFrame:
● E2EE group communication protocol for audio/video
● [IIM21] impersonate other group members by collision

YubiHSM:
● Store cryptographic secrets and offer API for crypto operations
● [KS12] Full secret key leaked

Where do those attacks come from?
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AEAD is complex!

Authenticated Encryption with associated data (AEAD):
● symmetric encryption
● data is integrity protected
● Often 4 inputs

○ Secret key
○ data/message
○ associated data (e.g., meta info)

■ In the clear, but also integrity 
protected

○ Entropy source:
■ Nonces
■ Counters

→ What guarantees does it give 
    protocol designers?
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Many different attack surfaces from the AEAD

Facebook’s Message Franking

→ [DGRW18] A single encrypted message can be decrypted under 2    
     distinct keys to 2 different meaningful messages

SFrame

→ [IIM21] instead of signing message, only signed authentication tag which
        makes it possible to impersonate peers

YubiHSM

→ [KS12] allowing to reuse nonces leads leakage of secret key

How can we prevent such attacks?
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Security analysis, but it is hard…

Two major models: Computational and Symbolic

Computational Model:

● Does not scale well 
● Limited automation

Symbolic Model:

● Authenticated encryption 
modelled very coarsely 

● Traditional representation 
misses attacks

Can we automatically detect the impact of subtle AEAD 
behavior in security protocols?

Attack finding until now was manual effort. Can we do better?

34



Our Approach

35



Our Approach

1. We collected

● definitions of AEAD constructions and properties
● known AEAD attacks on the protocol level What should 

we model?

36



Our Approach

1. We collected

● definitions of AEAD constructions and properties
● known AEAD attacks on the protocol level

2. We highlighted the relations of properties and proving the missing ones

What should 
we model?

37



Our Approach

1. We collected

● definitions of AEAD constructions and properties
● known AEAD attacks on the protocol level

2. We highlighted the relations of properties and proving the missing ones

3. We classified of the known attack vectors

What should 
we model?

38



Our Approach

1. We collected

● definitions of AEAD constructions and properties
● known AEAD attacks on the protocol level

2. We highlighted the relations of properties and proving the missing ones

3. We classified of the known attack vectors

What should 
we model?

4. We developed of multiple (symbolic) models to address the attack vector classes Model it

39



Our Approach

1. We collected

● definitions of AEAD constructions and properties
● known AEAD attacks on the protocol level

2. We highlighted the relations of properties and proving the missing ones

3. We classified of the known attack vectors

What should 
we model?

4. We developed of multiple (symbolic) models to address the attack vector classes Model it

5. We conducted case studies to show usefulness and feasibility of the new models

● All case studies were analyzed completely automatic under all models
Test the model
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Classify AEAD notions and attacks 

Gather relations between the existing AEAD 
notions and properties …
…and prove the missing ones

We identify three big theoretical classes, that also 
allow to capture most practical attacks: 

▪ Integrity & Privacy
▪ Collision Resistance
▪ Nonce Reuse
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AEAD Security in practice
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Our theoretical models of AEAD weaknesses

Weaknesses in the main classes:

▪ Integrity & Privacy weakness
▪ Collisions
▪ Nonce Reuse

Additional AEAD misuses:

▪ Decryption Misuse
▪ Tag Misuse
▪ Commit

For completion

Each weakness (class) 
● has potentially multiple variants
● is modelled as an attacker capability 
● can be combined in arbitrary fashion with the other classes

  Let's put the models in practice: the Tamarin Prover
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Targeted Approach:
Check the protocol in the closest scenario 
from the real world, by extracting the info from 
the real world (in)-security of the concrete 
AEAD scheme used (see table)

Suitable for protocol analysis if:
● the concrete AEAD construction is 

known

Results:
● Is there currently an attack on the 

protocol?
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Case Study Methodology: Two Approaches

Preemptive Approach:
Check the protocol in all possible AEADs threat models

Suitable for protocol analysis if:
● one wants to find the requirements of the AEAD for a given 

protocol

Results:
● Minimal threat models that lead to potential attack
● Strongest threat models under which the protocol remains 

secure

AEAD_Wrapper(Model):

Run all combinations 
automatically and report 
the results
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Case Studies: Targeted Approach 

Protocol YubiHSM SFrame FB Message Franking

Attacked property Key Secrecy Authentication Reporting

AEAD instance AES-CCM AES-GCM, 
EtM CTR AES-GCM

Attack Model Nonce Misuse Tag Collision

Time 2s <1s 1s
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Case Studies: Preemptive Approach 

Protocol GPG SED GPG SEIPDv2 Saltpack Web Push API WhatsApp Scuttlebutt

Property Content 
Agreement

Content 
Agreement

Content 
Agreement

Server 
Accountability

Content 
Agreement

Content 
Agreement

AEAD instance PGP-CFB AES-OCB XSalsa20-Poly1305 AES-GCM EtM CBC XSalsa20-Poly1305

Assigned Class Collision Collision Collision Collision Collision Collision

Status Yes, but
deprecated Infeasible Infeasible Reported Reported Reported

Content agreement: Do all people within a group see the same set of messages?
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Protocol GPG SED GPG SEIPDv2 Saltpack Web Push API WhatsApp Scuttlebutt

Property Content 
Agreement

Content 
Agreement

Content 
Agreement

Server 
Accountability

Content 
Agreement

Content 
Agreement

AEAD instance PGP-CFB AES-OCB XSalsa20-Poly1305 AES-GCM EtM CBC XSalsa20-Poly1305

Assigned Class Collision Collision Collision Collision Collision Collision

Status Yes, but
deprecated Infeasible Infeasible Reported Reported Reported

Content agreement: Do all people within a group see the same set of messages?

The full automated Tamarin analysis took less than 2 hours!
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