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Some weird behaviour in protocols

ﬂ Facebook’s Message Franking:

SFrame:
[ )

YubiHSM:

Abuse reporting mechanism within E2ZEE communication
[DGRW18] the reported message seen by the server is not the
same as the one seen by the reporting user

E2EE group communication protocol for audio/video
[IIM21] impersonate other group members by collision

Store cryptographic secrets and offer API for crypto operations
[KS12] Full secret key leaked

Where do those attacks come from?
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e data is integrity protected
e Often 4 inputs
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Secret key
data/message
associated data (e.g., meta info)
m In the clear,
but also integrity protected
Entropy source:
m Nonces
m Counters

Abstract

Authenticated encryption (AE) is used in a wide variety of
applications, potentially in settings for which it was not orig-
inally designed. Recent research tries to understand what
happens when AE is not used as prescribed by its designers
A question given relatvely litte attention is whether an AE

Beck et al. [BZG20] cite flaws in Apple iMessage,
OpenPGP, and PDF encryption as examples to argue that pac-
i e

i insecure when they see a proof-of-concept exploit. Similar
fr

of cryptographic algorithms such as SHA-1 [SBK " 17],
‘The vast majority of applications should default to using

decryptto.a valid plaintext under the key used o generate the
ciphertext. General

[BN0O,KY00], a well-studied
primitive which avoids the pitfalls of unauthenticated SKE.

mitment as it is not part of AE's design goal. Nevertheless,

much impact on the security of actual products. In reality,

however, products do rely on key commitment. We discuss

three recent applications where missing key commitment is
ack

AE sch
used in widely adopted protocols ike TLS [Res ], standard-
ized by NIST [NIS07a, NISO7b] and 180 [1S009), and are the
E option in ibrari
NaCl [nac] and Tink [in].
With AE more widely used, recent research focuses on

pr "
via a ool that constructs AES-GCM ciphertext which can be

s which push the boundaries
d ional AE. i

Many competing definitions as we speak!

14



- ____________________________________________________________________________________________________
AEAD is complex! CISPA

\\ ELMHOLTZ CENTER FOR
1AW INFORMATION SECURITY

Authenticated Encryption with associated data (AEAD):

How to Abuse and Fix Authenticated Encryption Without Key Commitment*

Ange Albertini', Thai Duong!, Shay Gueron2?, Stefan Kalbl", Atul Luykx!, and Sophie Schmieg!

e symmetric encryption

'Security Engineering Research, Google
‘University of Haifa

e data is integrity protected

e Often 4 inputs
o Secret key
o data/message

Abstract

Authenticated encryption (AE) is used in a wide variety of
applications, potentially in settings for which it was not orig-
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which push the boundaries
I AE. such as understandi

Vi too that consructs AES-GCM ciphertext which can hc ,;

Robust Encryption
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Authenticated encryption (AE) is used in a wide variety of
applications, potentially in settings for which it was not orig-
inally designed. Recent research tries to understand what
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Beck et al. [BZG20) cite flaws in Apple iMessage,
OpenPGP, and PDF encryption as examples to argue that pac-
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i insecure when they see a proof-of-concept exploit. Similar
fr
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Abstract
Wo provide » provabl-securty restment of “rob
hard to prodiie . ciphertext that is vald for two dif
 property that has been mplicily assumed in the
We show that

i dentiication i
o i, ffcently and
bo lterature, providin

property. Wo explan that r

ol ustnessof the underly
for PEKS (Public Key Encryption with Keyword

Have flse positives), wd our work provides the fnst
schemes 1o consstent. (wnd secure) PEKS schemes

Abstract

n this paper we introduce partitioning oracles, a new class
of decryption error oracles which, conceptually, take a cipher-
text as input and output whether the decryption key belongs
to some known subset of keys. Partitioning oracles can arise
‘when encryption schemes are not committing with respect to
their keys. We detail adaptive chosen ciphertext attacks that
exploit partitioning oracles to cfficiently recover passwords
and de-anonymize anonymous communications. The attacks
utilize efficient key multi-collision algorithms — a cryptana-
Iytic goal that we define — against widely used authenticated
encryption with associated data (AEAD) schemes, including
AES-GCM, XSalsa20/Poly1305, and ChaCha20/Poly1305.
‘We build a practical partitioning oracle attack that quickly

smplr use of encryption.

recovers passwords from Shadowsocks proxy servers. We

JuliaLen  Paul Grubbs
Cornell Tech

Partitioning Oracle Attacks

Thomas Ristenpart

for encrypted messaging [21,29].

We introduce partitioning oracle attacks, a new type of
CCA. Briefly, a partitioning oracle arises when an adversary
can: (1) efficiently craft ciphertexts that successfully decrypt
under a large number of potential keys, and (2) can submit
such ciphertexts to a system that reveals whether decryption
under a target secret key succeeds. This enables an attacker
to learn information about the secret key. The main cryptan-
alytic step for our attacks is constructing (what we call) key
multi-collisions, in which a single AEAD ciphertext can be
built such that decryption succeeds under some number k of
Keys. We formalize this cryptanalytic goal and give an algo-
rithm for computing key multi-collisions for AES-GCM. It
builds key multi-collision ciphertexts of length O(k) in O(k?)
time, making them reasonably scalable even to large k. We
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Abstract. Authenticated encryption schemes guarantee both privacy
. . and integrity, and have become the default level of encryption in modern

protocols. One of the most popular authenticated encryption schemes
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will improve on existing methods. One property of importance that is
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if the same nonce is used to encrypt the same message twice, then the
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same ciphertext is obtained and so the fact that the same message was
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recovers passwords from Shadowsocks proxy servers. We

TCA Briefly, a oracle arises when an adversary
can: (1) efficiently craft ciphertexts that successfully decrypt
under a large number of potential keys, and (2) can submit
such ciphertexts to a system that reveals whether decryption
under a target secret key succeeds. This enables an attacker
to learn information about the secret key. The main cryptan-
alytic step for our attacks is constructing (what we call) key
multi-collisions, in which a single AEAD ciphertext can be
built such that decryption succeeds under some number k of
Keys. We formalize this cryptanalytic goal and give an algo-
rithm for computing key multi-collisions for AES-GCM. It
builds key multi-collision ciphertexts of length O(k) in O(k?)
time, making them reasonably scalable even to large k. We
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Abstract. Authenticated encryption schemes guarantee both privacy
and integrity, and have become the default level of encryption in modern

o associated data (e.g., meta info) T e Gk
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text as input af
o Entropy source: R e ‘
. when encrypti [
Abstract their keys. We{ Abstract

] N O n Ce S e oo ] SXploit partit We initiate the study of message franking, recently introduced in Facebook's end-to-end .
 property that has been implictly assumed in the|  and de-anonyr] encrypted message system. It targets verifiable reporting of abusive messages to Facebook i
conjuct o utilize efficienf without compromising security guarantees. We capture the goals of message franking via a new 1
o Iytic goal that eryptographic primitive: compactly committing authenticated encryption with associated data.

[ ] CO u n te rS peioeneyption o encryption wi (AEAD). This is an AEAD scheme for which a small part of the ciphertext can be used as a -
o PERS (P Wey Byt with o ] AES-GCM, X| cryptographic commitment to the message contents. Decryption provides, in addition to the t
have false positives), and our work provides the first e ‘message, a value that can be used to open the commitment. Security for franking mandates )
schemes 1o consistent (and secure) PEKS schemes We builda ‘more than that required of traditional notions associated with commitment. Nevertheless, and e
sinpler wof ey IECOVers pass despite the fact that AEAD schemes are in general not committing (compactly or otherwise), L

we prove that many in-use AEAD schemes can be used for message franking by using secret keys
as openings. An implication of our results s the first proofs that several in-use symmetric en-
cryption schemes are committing in the traditional sense. We also propose and analyze schemes
that retain security even after openings are revealed to an adversary. One is a of

Many competing definitions as we speak!

18



AEAD is complex! L |CISPA

Authenticated Encryption with associated data (AEAD):

How to Abuse and Fix Authenticated Encryption Without Key Commitment*

(] S y m m e‘t rl C e n C ry ptl O n Ange Albertini!, Thai Duong!, Shay Gueron23, Stefan Klbi!, Atul Luykx!, and Sophie Schmieg!

! Security Engineering Research, Google

e data is integrity protected Ay AR stant Auth-

H John Chan and Phillip Rogaway One C/B
e Often 4 inputs N
University of California, Davis, USA 2 #SKE

ability

jctypting party to supply the correct nonce with each
ciphertext it decrypts. To enable this, the nonce is often sent
clear alongside the ciphertext. But doing this can forfeit anonymity and
O a a I I | e SSa e degrade usability. Anonymity can also be lost by transmitting associ-
ated data (AD) or a session-ID (used to identify the operative key). To

address these issues, we introduce anonymous AE, wherein ciphertexts
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e data is integrity protected
. Avhstfut. An Authenticated Encryption ;ch‘eme (AE) is deemed secure if ciphmxz? bm.l'1 look like random
e Often 4 inputs e e e e st s

oftenturnsout diferenly: encode-then-ncipher schemes often utput decryptd cphertext before veriication
s alken place, then-MAC-then-encrypt sch verification failures

o Secret key ittt ———

what appeared independent and radically different definitions to model this type of decryption leakage.

To reconcile these three works, and indeed the literature in general, we define an expressive “clean slate”
o) d at a / messa g e fhainoacek tha allows/us 5 Gompare i contFst o reviois iotioss Withi  SyVarat Rariing SEhe.

We then extend this by allowing for (deterministic) decryption leakage from invalid queries, providing a ref-
erence model of security we (enn Suhtle Authenticated Encryption (SAE) Then, we thoroughly descnhe this

o associated data (e.g., meta info) e e e
previous notions are essentially nqulvalem their key differences stem from defnitional choices independent of
the desire to capture real world behaviour.

m In the clear,
but also integrity protected e i e

We bridge the gap with a ny

o Entropy source: S eyt 0

just messages, but also non Abstract
the new definitions. We inve

May 11, 2022

) : This paper provides efficient authenticated-encryption (AE) schemes in which a ciphertext is
[ ] onces and advanced security (mis  commitment to the key. These are extended, at minimal additional cost, to schemes where the
reused). ciphertext is a commitment to all encryption inputs, meaning key, nonce, associated data and
T e e T message. Our primary schemes are modifications of GCM (for basic, unique-nonce AE security)
] ( :O u nte rs s .‘Ei‘l"ﬁ"&i??l'.':'”lf‘.‘ iicars A and AES-GCM-SIV (for misuse-resistant AE security) and add both forms of commitment
property. W explain that robustoess of the underly]  SICTYP! without any increase in ciphertext size. We also givc more generic, but somewhat more costly,
for PEKS (Public Key Encryption with Keyword AES-GI 0
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as openings. An implication of our results s the first proofs that several in-use symmetric en-
cryption schemes are committing in the traditional sense. We also propose and analyze schemes
that retain security even after openings are revealed to an adversary. One is a of
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Abstract. An Authenticated Encryption scheme (AE) is deemed secure if ciphertexts both look like random
bitstrings and are unforgeable. One shortcoming of AF as commonly understood is ts idealized, all-or-nothing
decryption: if decryption fails, it will always provide the same single error message and nothing more. Reality
oftenturnsout diferenly: encode-then-ncipher schemes often utput decryptd cphertext befor veifiaton
has taken place, then-MAC-then-encrypt sch verification failures
due to the suble interaction between psdd.\ng and the MAC-then-encrypt concept. Three recent papers provided
what appeared independent and radically different definitions to model this type of decryption leakage.

To reconcile these three works, and indeed the literature in general, we define an expressive “clean slate”
framework that allows us to compare and contrast the previous notions within a systematic naming scheme.
We then extend this by allowing for (eterministic) decryption leakage from invalid queries, providing a ref-
erence model of secunly we term Subile Authenticated Encryption (SA). Then, we thooughly desoribe this
Tandscape by i icable) and them new notions.
Finally, with SAE as a reference point, we compare the three noted works. We fid that, at thir core, the
previous notions are essentially equivalent: their key differences stem from definitional choices independent of
the desire to capture real world behaviour.
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e data is integrity protected
. Abstract. An Authenticated Encryption scheme (AE) is deemed secure if ciphertexts both look like random
. Ofte n 4 I n p u t S bitstrings and are unforgeable. One shortcoming of AE as commonly understood is its idealized, all-or-nothing
decryption: if decryption fails, it will always provide the same single crror message and nothing more. Reality
often turns out differently: encode-then-encipher schemes often output decrypted ciphertext before verification

t k has taken place, whereas pad-then-MAC-then-encrypt schemes are verification failures
O e C I e e y due to the sublle interaction between padding and the MAC-then-encrypt concept. Three recent papers provided

what appeared independent and radically different definitions to model this type of decryption leakage.

To reconcile these three works, and indeed the literature in general, we define an expressive “clean slate”
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We then extend this by allowing for (deterministic) decryption leakage from invalid queries, providing a ref-
erence model of security we term Subtle Authenticated Encryption (SAE). Then, we thoroughly describe this

o associated data (e.g., meta info) ey iy ol e b g oo s

Finally, with SAE as a reference point, we compare the three noted works. We find that, at their core, the
previous notions are essentially equivalent: their key differences stem from definitional choices independent of

[ ] I n the Clea r, but aISO |nteg rlty the desire to capture real world behaviour.
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makes it possible to impersonate peers
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— [KS12] allowing to reuse nonces leads leakage of secret key
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Many different attack surfaces from the AEAD :|C1SPA

ﬂ Facebook’s Message Franking

— [DGRW18] A single encrypted message can be decrypted under 2
distinct keys to 2 different meaningful messages
SFrame
\“’ YubiHSM

— [IIM21] instead of signing message, only signed authentication tag which
makes it possible to impersonate peers

— [KS12] allowing to reuse nonces leads leakage of secret key

How can we prevent such attacks?
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4 Y A

Computational Model: Symbolic Model:
e Does not scale well e Authenticated encryption
e Limited automation modelled very coarsely
e Traditional representation
k jk misses attacks /
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e Limited automation
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Symbolic Model:

e Authenticated encryption
modelled very coarsely

e Traditional representation
misses attacks

Attack finding until now was manual effort. Can we do better?
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Security analysis, but it is hard...

Two major models: Computational and Symbolic

-

Computational Model:

e Does not scale well
e Limited automation

o

Symbolic Model:

Authenticated encryption
modelled very coarsely
Traditional representation
misses attacks

Attack finding until now was manual effort. Can we do better?

Can we automatically detect the impact of subtle AEAD

behavior in security protocols?
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e definitions of AEAD constructions and properties

e known AEAD attacks on the protocol level What should

we model?

N Y,
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2. We highlighted the relations of properties and proving the missing ones

3. We classified of the known attack vectors

N

= |/

)

4. We developed of multiple (symbolic) models to address the attack vector classes odel it ]
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1. We collected

e definitions of AEAD constructions and properties
e known AEAD attacks on the protocol level

2. We highlighted the relations of properties and proving the missing ones

3. We classified of the known attack vectors

-/

What should
we model?

J

4. We developed of multiple (symbolic) models to address the attack vector classes

N
Model it ]

)

5. We conducted case studies to show usefulness and feasibility of the new models

e All case studies were analyzed completely automatic under all models

)
Test the model 1

J
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Classify AEAD notions and attacks

Gather relations between the existing AEAD

notions and properties ...

Thm.4

v
SICISPA
28 | INFORMATION SECURITY
Thm.2
IND$-CPA
4
Thm.2 Thm
INDS-CCA
CTI-CPA
s Thm.1 Thm.2
CTI-CCA Thm.2
Figure 3: The relation between integrity and privacy for AEAD.
keX Thmé Thm.7
T.,'_”” l?T:I\m ke X Thm.é Thm.7
o Mg i
m.Y
X-IBC Thm.9
!‘ - Thm.9
|TThm.3| (H,m) C X Thm.8
Thm.3[ Thm.9
r-BIND|.,
X-CR X C (H,m)Thms
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Classify AEAD notions and attacks

Thm.2

Gather relations between the existing AEAD Thm.2 Thm$'cm
notions and properties ... A

Thm.1 Thm.2

o2

Figure 3: The relation between integrity and privacy for AEAD.

...and prove the missing ones

keX Thmé Thm.7
]| — - MKCR
Thm.4 T‘v:'un l?i!m‘. keX Thmé ) Thm.7 ]
v Thm.9
X-IBC Thm.9

Thm.9

“Thm 3| (H,m) C X Thm.8

Thm.3| " Thm.9
v F ~ | -BIND|..

X-CR X C (H,m)Thms
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Classify AEAD notions and attacks

Thm.2

Gather relations between the existing AEAD Thm.2 T.m$'cm
notions and properties ...
...and prove the missing ones g o

p g Thm.2

Figure 3: The relation between integrity and privacy for AEAD.

We identify three big theoretical classes, that also o o e

allow to capture most practical attacks: X-FROB

Thm.4 T:'v.un¢TT=lnn ke X Thmé Thm.7 i

» Integrity & Privacy Spic Thmo )
- COIIISlon ReSIStance - 3!‘Thm 3l (H,m) C XThm.8 g Thm.9 S—
= Nonce Reuse v | ~ [ -BIND].

X-CR X C (H,m)Thms
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AEAD Security in practice G|

Concrete AEAD Integrity and Privacy  Full Collision Resistance = Nonce Misuse Resistance
XSalsa20-Poly1305 o X X Xor of plaintexts
AES-GCM v X X Forgeability + xor of plaintexts
ChaCha20-Poly1305 v X X Xor of plaintexts
OCB3 v X X Forgeability + equality of blocks
EtM (unrelated keys) ¢ X X Encryption dependent
AES-CCM v 2 X Xor of plaintexts
AES-EAX v 2 X Xor of plaintexts
EtM (related keys) v v X Encryption dependent
CAU-C4 v v X Forgeability + Xor of plaintexts
AES-GCM-SIV v X v/
CAU-SIV-C4 v v v/

v/ : proven in the cited work(s). » : we conjecture that this holds, but do not know of a proof.

X : does not hold, with reference or explanation of counterexample.
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Weaknesses in the main classes:

= Integrity & Privacy weakness
= Collisions
= Nonce Reuse

- /
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Our theoretical models of AEAD weaknesses
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{ For completion ]\
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Weaknesses in the main classes:

= Integrity & Privacy weakness
= Collisions
= Nonce Reuse

N

Additional AEAD misuses:

= Decryption Misuse
= Tag Misuse
=  Commit

- /
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4 N

Weaknesses in the main classes:

= Integrity & Privacy weakness

Additional AEAD misuses:

= Decryption Misuse

= Collisions = Tag Misuse
= Nonce Reuse = Commit

N AN /

Each weakness (class)

e has potentially multiple variants
e is modelled as an attacker capability
e can be combined in arbitrary fashion with the other classes
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Our theoretical models of AEAD weaknesses

Yo\

{ For completion ]\

4 N

Weaknesses in the main classes:

= Integrity & Privacy weakness

Additional AEAD misuses:

= Decryption Misuse

= Collisions = Tag Misuse
= Nonce Reuse = Commit

N AN /

Each weakness (class)

e has potentially multiple variants
e is modelled as an attacker capability
e can be combined in arbitrary fashion with the other classes

Let's put the models in practice: the Tamarin Prover
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Case Study Methodology: Two Approaches %

Targeted Approach:

Check the protocol in the closest
scenario from the real world

N
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Preemptive Approach:

Check the protocol in all possible
AEAD threat models

N
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G’geted Approach:

Check the protocol in the closest scenario
from the real world

Suitable for protocol analysis if:
e the concrete AEAD construction is

known

~
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Case Study Methodology: Two Approaches

Targeted Approach:

Check the protocol in the closest scenario
from the real world, by extracting the info from
the real world (in)-security of the concrete
AEAD scheme used (see table)

Suitable for protocol analysis if:

e the concrete AEAD construction is
known

SICISPA

Tas® | ST ENTES rot

Concrete AEAD Integrity and Privacy ~ Full Collision Resistance ~ Nonce Misuse Resistance
XSalsa20-Poly1305 ° X X Xor of plaintexts
AES-GCM v/ X X Forgeability + xor of plaintexts
ChaCha20-Poly1305 v/ X X Xor of plaintexts
0CB3 v/ X X Forgeability + equality of blocks
EtM (unrelated keys) v X X Encryption dependent
AES-CCM v ° X Xor of plaintexts
AES-EAX v ° X Xor of plaintexts
EtM (related keys) v/ 4 X Encryption dependent
CAU-C4 v v X Forgeability + Xor of plaintexts
AES-GCM-SIV 4 X v/
CAU-SIV-C4 v/ 4 "

v : proven in the cited work(s). o : we conjecture that this holds, but do not know of a proof.

X : does not hold, with reference or explanation of counterexample.
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Case Study Methodology: Two Approaches

Targeted Approach:

Check the protocol in the closest scenario
from the real world, by extracting the info from
the real world (in)-security of the concrete
AEAD scheme used (see table)

Suitable for protocol analysis if:

e the concrete AEAD construction is
known

Results:

e Is there currently an attack on the
protocol?

SICISPA

Tas® | ST ENTES rot

Concrete AEAD Integrity and Privacy ~ Full Collision Resistance ~ Nonce Misuse Resistance
XSalsa20-Poly1305 ° X X Xor of plaintexts
AES-GCM v/ X X Forgeability + xor of plaintexts
ChaCha20-Poly1305 v/ X X Xor of plaintexts
0CB3 v/ X X Forgeability + equality of blocks
EtM (unrelated keys) v X X Encryption dependent
AES-CCM v ° X Xor of plaintexts
AES-EAX v ° X Xor of plaintexts
EtM (related keys) v/ 4 X Encryption dependent
CAU-C4 v v X Forgeability + Xor of plaintexts
AES-GCM-SIV 4 X v/
CAU-SIV-C4 v/ 4 "

v : proven in the cited work(s). o : we conjecture that this holds, but do not know of a proof.

X : does not hold, with reference or explanation of counterexample.
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/Preemptive Approach:

Check the protocol in all possible AEADs threat models

Suitable for protocol analysis if:

e one wants to find the requirements of the AEAD for a given
protocol

-
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AEAD_Wrapper(Model):

Run all combinations
automatically and report
the results
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/Preemptive Approach:

Check the protocol in all possible AEADs threat models

Suitable for protocol analysis if:

e one wants to find the requirements of the AEAD for a given
protocol

-
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Case Study Methodology: Two Approaches

-

AEAD_Wrapper(Model):

Run all combinations
automatically and report
the results

.
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/Preemptive Approach:

Check the protocol in all possible AEADs threat models

Suitable for protocol analysis if:

e one wants to find the requirements of the AEAD for a given
protocol

Results:

e Minimal threat models that lead to potential attack
e Strongest threat models under which the protocol remains

secure

/
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Protocol

Attacked property
AEAD instance
Attack Model

Time

YubiHSM
Key Secrecy

AES-CCM

2s

SFrame

Authentication

AES-GCM,
EtM CTR

Tag

<1s

FB Message Franking
Reporting
AES-GCM
Collision
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Content agreement: Do all people within a group see the same set of messages?

Protocol GPG SED GPG SEIPDv2 Saltpack Web Push API WhatsApp Scuttlebutt
Propert Content Content Content Server Content Content

perty Agreement Agreement Agreement Accountability Agreement Agreement
AEAD instance PGP-CFB AES-OCB XSalsa20-Poly1305 AES-GCM EtM CBC XSalsa20-Poly1305
Assigned Class Collision Collision Collision Collision Collision Collision
Status VAEES, Lol Infeasible Infeasible Reported Reported Reported

deprecated
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Case Studies: Preemptive Approach I et
Content agreement: Do all people within a group see the same set of messages?

Protocol GPG SED GPG SEIPDv2 Saltpack Web Push API WhatsApp Scuttlebutt
Propert Content Content Content Server Content Content

perty Agreement Agreement Agreement Accountability Agreement Agreement
AEAD instance PGP-CFB AES-OCB XSalsa20-Poly1305 AES-GCM EtM CBC XSalsa20-Poly1305
Assigned Class Collision Collision Collision Collision Collision Collision
Status VAEES, Lol Infeasible Infeasible Reported Reported Reported

deprecated

The full automated Tamarin analysis took less than 2 hours!
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Automated Analysis of Protocols that use
Authenticated Encryption:

Analysing the Impact of the Subtle Differences between
AEADs on Protocol Security E

Thanks for another Distinguished Paper Award!

Alexander Dax: alexander.dax@cispa.de ARTIFACT ARTIFACT ARTIFACT
EVALUATED EVALUATED EVALUATED
Artifact: https://github.com/AutomatedAnalysisOf/AEADProtocols susenix susenix susenix

ASSOCIATION ’ ASSOCIATION ’ AAAAAAAAA

Paper: https://inria.hal.science/hal-04126116v2 AVAILABLE [l REPRODUCED
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